Texnnueckas cnennpuKauus
«3amena cucmemvt SCADA numiu C AKI»

1 Mpeamer 3akynaembix pabot
3amena cuctempl SCADA untku C Anmaruickoro KonrponsHoro Lientpa (nanee AKLI) marucTpansHoro
razonposoja “Kazaxctan - Kutaii”.

2 ObocHoBaHHe 3aKynaeMbix pabor
Cucrema SCADA nurkn C AKI] akcnmyatnpyercs ¢ 2018 roga u ssnsercs ycrapesiueir. CornacHo
YBEIOMICHUAM NPOW3BOMTENIA, XHU3HEHHLIA LMKN Tekyuel Bepcun SCADA 3aBepiunicsi nepexoaoM B cTaTyc
«Obsolete» B konue 2019 roaa. OcHOBHOM NPUYHHO# NPEKPALLCHUA MOIEPKKH SABISETCS NPEKPAILEHHE MO LIEPKKH
onepauuoHHbIX cucteM Microsoft Windows XP, Windows 7 u Windows Server 2008 ¢ 14 susaps 2020 ropa.
Bo3HukaeT HeOOX0AMMOCTE B 3aMEHE MPOrpaMMHOro U annaparHoro obecnevenns cucteMbl SCADA uutkn C nns
MOBLIIEHHS HAAEKHOCTH M 0e30MaCHOCTH YNPABIEHUA TEXHOMOrHYECKHM npoueccoM. 3aMeHa cuctembl SCADA
HeoOxonmma Jus:
- IloBbluienne HaAEKHOCTH H DE30MACHOCTH YNPaBJIEHHs TEXHOJOTHYECKHM [IPOLIECCOM;
- Hurerpauuu ¢ coBpeMeHHbIMH HHOOPMALMOHHBIMH U TEIEKOMMYHHKaLIMOHHEIMH CHCTEMaMM;
- CooTpeTCTBHA MEXYHAPOOHBIM cTaHAApTaM no Knbep6e30MmacHOCTH U 3aLIUTE AaHHbIX.
Peanusauns 3amensl cuctemsl SCADA MO3BOMMUT €CO3AaTh TEXHONOTHUECKYH) OCHOBY, COOTBETCTBYIOLLYIO
uenam (popMHPOBAHHA NMPEANPHUATHA MUPOBOrO YPOBHA, U o0ecneyuT yCTOWYMBYIO niaatdopMy s AalbHeHero
pa3BUTHA U BHEAPEHHA WHHOBALIWHA.

3 O6bem 3aKynaemsix pabor
Tabnuya 1. Ilepeyens pabom

Onwucanne M Tpebyemblie PYHKUHOHAIBHbBIE, En
TeXHHYEeCKHE, KAYeCTReHHBIE H JKCMIYaTallHOHHbIE “”; KoauuecTso
XapaKTePHCTHKH 3aKynaemMbix paboT :

NoNe
n/m

! 2 3 4

1)PaGorel mo 3ameHe cuctemMbl SCADA Ha AKI]
MoApa3yMeBaloT KOMIUIEKCHOTO BBIMOMHEHHs padoT «mof
KJTI0Y» ¥ BKJIIOHAIOT B cebs cneayrouiue 3ransl paboT:
l.1)IloctaBka  annapaTHO-IPOrPaMMHOIO0  KOMILIEKCa,
BKJIIOYas  cepBepa, pa0ouyMx  craHuMif,  CeTeBOro
obopyaoBaHus, MOHHMTOpOB, YycTpoiictBa KVM u
CMeLHANU3UPOBAHHOE  JIHLIEH3HOHHOE MporpaMmHoe
obecneuyeHue;

1.2) lemoHTaKHblE paboTbl BCEro obopynoBaHuA
noJjuUleKallux 3aMeHe;

1.3)Monrasxk #  ycTaHoBKa Bcero  o0opyroBaHHA,
MOUTeXKAIIMX 3aMEHe, a TaKkkKe MX MOAKIIOYEeHHE, MOJHas
YCTaHOBKa NporpaMMHoro odecnedyenuns, KoHQUrypauus u
HacTpoiika nporpammuoro obecnedenus cucremsl SCADA,
MHTErpaLus ¢ CYLECTBYIOINM 000py10BAHUEM H CETEBOH
HH(pacTpyKTYpOii 00bEKTa;

1.4) ITyckoHananouHble paboThl 1 NPUEMOUHBIE HCILITAHHUA
Ha o0bekTe 3aKa3quka;

1.5)IlpoBectt  TexHuueckoe  oOydeHHe  mepcoHana
3aka3ypka M0 OKCMAyaTaluMd W OOCIYKHBaHWIO
noctagjieHHoro  obopynoBanus ¥ NpOrpaMMHOro
obecnedyeHus.

2)O6opyaoBaHHe M nporpaMMHoe  obecrneuyeHue,
nonexallee 3aMeHe\yCTaHOBKe [PU NpoBeleHNH paboT:
YKazaHue KOHKPETHbIX Mojeneil  000pya0BaHHs H
nporpaMMHOro obecneveHns 0060cHOBaHO
HEODX0JUMOCTBIO obecneueHus COBMECTHMOCTH,
JOOCHALLEHHs C IeHCTBYIOIMMY CHCTEMAMH.

2.1) AnnaparHoe obecneyeHHe:

» Cepsep peansHoro Bpemenn SCADA — 2 wTyKH;

* Uctopuueckuit cepeep SCADA - 2 wityku;

» OPC-cepBep SCADA - 2 WUTyKH;

 Pabouune craHuun SCADA — 3 wTyKH;

= MonuTop (LCD) a3 pabounx craHumi — 12 wryk;

PaboTta 1

==



» Yerpoiictso KVM — | KoMILIeKT;

2.2) [porpammHoe obecnedeHue:

« OnepalMoHHas CUCTeMa Ul pabdoYMX CTaHLMI — 3 WTYKH;
» OnepallMOHHasi CHCTEMA JUTS CEPBEPOB — 6 LITYK;

» Paciuupennas nuuensus SCADA Vantage — | KOMILIEKT;
+ AHTMBHMpYCHOE MporpaMmHoe obecneueHue — 9 mWTyK;

s Mporpammuoe obecneuenne MS Office - 1 wTyka;

2.3) Texuuueckue TpeboBaHus ko Bcem cepsepam SCADA:
» [Ipotieccopsl W BbIYHCIHTENbHAA MOLLHOCTD: KonuuecTBo
MpOLIECCOPOB: He MeHee MABYX; ApxurekTypa: x86-64,
MHorosiepHas; Yacrora: He menee 2.2 I'Tu; KonuuecTso
foru4eckux notokoB: He MeHee 40 Ha npoueccop;
[Monnepxkka TUNEpnoTOYHOCTH; Bbicokas npomyckHas
CNIOCOBHOCTL MEXKIPOLIECCOPHBIX LIMH He MeHee 9.6 ['T/c.
OnepartuBHas nmamsaTh: Tun: DDR4; Munumym: 64I'B; ¢
BO3MOKHOCTBIO yBenuuenus npo: 6400'b; Konuuectso
cnotos: He MeHee 40. IMoncucrema xpanenus: He menee 2
TB, Uurtepdeiicel: SAS 12 I'éut/c u NVMe Gend x4;
[Mopnepxka RAID  ypoBHeii: .. 5 6 10;
Macmtabupyemocts: 10 144 nuckos; l'opsuas 3aMeHa
nakonuteneil. Cetenle nntepdeiicel: Ethernet 10/100/1000
Mb6ut/c: MuUHUMYM 4 [opra; VYNOpapiswolue TOpThI:
OTAENbHBIE, C MOMIEPKKOH  ynan€HHoro  10CTyna.
Wnrepoeiick u pacwupenus: PCle 3.0 cnotsi: 10 8; USB
nopTsl: He Menee 4 x USB 2.0 (peseps), He menee 4 x USB
3.0 (pabouue); COM-nopThi: He MeHee 2 CTaHAapTHBIX;
VGA  BHOEOBBIXOJ U TMOJAKIIOYEHWs  MOHHMTOpA.
HagexHOCT, M OTKa3oycToiuuBocTh:  [TonHOCTBHIO
nybnuposanHbie Moayiu (CPU, namsth, XpaHEHUE,
nuTauue); CaMOOMArHOCTHKA,  CaMOBOCCTAHOBJIEHHE;
ABTOMaTHuECKOe  onoselieHue o  cOosx;  [lpamasn
nojlepKKa yJAIEHHOTO CepBMCa 4epe3  BCTPOCHHbBIC
kaHansl; Bupryanusaums u noanepxka OC: Iloanepika
onepauMoHHbIX cucTem: Windows Server ¢ Hyper-V;
Enterprise Linux ¢ KVM; VMware vSphere; Iloaepika
KOHCOJIMAAUMM  TPOrpamMMHbeIX  pabouux  Harpysok.
Jnextponutanye U popm-Gaxrop: Hanpsxenue: 100-240
B, 50/60 Tu; ®opm-akrop: 4U (croiika 197);
JlononHHUTE IbHBIE OCOOEHHOCTH @ YPOBEHb NOCTYMHOCTH!
>99.999% (5 nemaTok); Cpok ciaykObl miatdopmbl: He
meHee 7 JieT.

2.4) TexHuueckue TpebopaHus K pabounm CTaHUMAM
SCADA.:

» IIpoueccop (CPU): He menee 3.0 I'T'u, MHOTOAACPHbIH;

« OnepatusHas namats (RAM): He menee 16 I'b;

o ¥&cTkuit auck: He meHee 1 Th;

« Bumeokapra: He meHee 8 ['b mamaTH, nNOMLCpKKaA
paspetuenus Full HD;

o Cerepad Kapra: MHHMUMYM 4 nopra, ¢ MoU1EPHKKOH
ckopoctu 10/100/1000 MouT/c;

« [IpuBoa onTUdeckux auckos: DVD-RW;

- JlononHuTensHo: KnaBuarypa, Mbilllb, HEOOXOAMMbIE
kaOenu AnA MoAKIHYEHH.

2.5) Texuuueckue TpeboBanus k LCD-MoHHTOpam paboueh
CTaHLMH:

o Tun aucries: LCD (KMAKOKPHCTAILTHYECKHI);

e JlnaroHajib KpaHa: HE MEHEE 27 noiMOB;

« MakcumaibHOe paspelienne: He menee 1920 x 1080 (Full
HD);

 CoOTHOIIEHHE CTOpOH: 16:9;

« Bxoausie nHTepdeiicsi: VGA, HDMI, DisplayPort;

« KperuleHue:  BO3MOXHOCTb  yCTAHOBKH ~ Ha CTOMKY
(KpOHUITEHH MM CTONKA JIOJKHEI ObITH B KOMILUIEKTE);




» [MuraHue: crannapThoe nuranne 220B AC, yacrora 50 I'i;
« VCioBus IKCIUTYaTallMk: BO3MOXKHOCTb KPYIJIOCYTOUHOM
paboTel (pexum 24/7);

o JIONONHUTENBHO: Hanuuyue Kalenedl MOAKIIOYEHHA K
paGo4KM CTaHLMAM B KOMILICKTE.

2.6) Texuuueckue TpeGoBaHus K ycTpoitctey KVM:

* Tun yCTpoicTBa: KVM-nepexoyareb c
unterpupoBatubiM  LCD-nuciieeMm M KITaBHaTYpOH,
npeaHa3sHAYeHHbI AN YNPaBACHUA  MHOXKECTBOM
KOMITLIOTEPOB C OJHOM KOHCOJIH;

« JluaroHanbk WHTETPHPOBAHHOIO JAUCIIEA: HE MEHEe 19
notimos LCD;

« Paspemenue aucruies: He mexee 1280 x 1024 nukcenei;

« Kosin4ecTBO MOPTOB MOK/IIOYEHUA: HE MeHee 8 MopToB ¢
BO3MOJKHOCTBIO PACLUIMPEHHUA;

o Tun nNOpTOB NOJKITIOYEHHA: TOMLIEPIKKA uHTepdeicos
USB/SPHD u VGA;

* Moayns KVM s yaan€HHOTo NOoAKIOYEHHS KIIaBHATYPbI,
MbILIH ¥ MOHHTOpA ¢ NOUIEpXKKO Kbl kabeneit 10 100 M
(kabenu B KOMILIEKTE) — 3 WITYKH;

¢ MOHTaX: COBMECTHMOCTL C YCTAHOBKO# B CTAaHIapTHYIO
cepBepHyIo cToiiky 19"

« Muranue: cranaapTHoe siekrponuranue 220 B AC, 50 I';
o JIOMOJIHUTENBHO: KOMIUIEKT MOHT@XHBIX JJIEMEHTOB H
HEOOXOAMMBIX COEIMHHTENIbHBIX Kabenel nomkeH ObiTh
BKJTIO4EH B MMOCTABKY.

2.7) TpeboBaHus K ONEPallMOHHON CHCTEME IS BCeX
cepeepoB SCADA:

« Onepauvonnas cuctema: Microsoft Windows Server,
sepcus He padee 2016, ¢  yu€rom TpeGoBanuit
COBMECTHMOCTH € TOCTaBAsAE€MbIM  [POrpaMMHBIM
obecneuenuem SCADA.

o JInLeH3MsA: NOJUIHHHAA, xoprnopatueHasa/OEM, C
BO3MOJYKHOCTBIO aKTHBAlMHK B opiaiftH-cpese.

2.8) TpeGoBaHus K ONEPALUMOHHONH CUCTEME AJIA paboumx
CTaHLIMHA:

« OnepauuonHas cucrema pabouux CTaHUWH SCADA
nomkna 6biTh Microsoft Windows 10 64-bit i Hosee,
JMLIEH3MOHHAs, C npaBoM OOHOBIEHMH B  pamKax
yCTaHOBJICHHOM Bepcuu. OnepalioHHas cucTemMa J0/KHa
obecneyusaTh coBMecTUMOCTL ¢ SCADA-cucTeMOil BEpCHH
e Hike ABB SCADAvantage 6.0.

o Jlyuensus:  nouiMHHas,  kopropatusHas/OEM, ¢
BO3MOXKHOCTBIO aKTHBALIMH B o(naiin-cpese.

2.9) TpeboBanus K pacliMpeHHOH JIMUCH3MH 114 SCADA
Vantage:

» [TocTaBKa paclIMpEHHOMN TMLEH3HH I0JKHA obecneunBarh
nanpHeiimee  (QyHKUHOHWpOBaHHE M pPaclIMPCHHE
cymectayiomeli SCADA-cuctembl Ge3 OrpaHU4eHHii [0
KOJMYECTBY TOUEK BBOJA/BBIBOMA, MONb30BATENCH 1
0GBEKTOB MOHUTOPUHTA, B Npeeax 1aHHON TeXHHYECKOH
cneuuHKaLMH.

JInneH3HoHHbIe TpeGOBaHUS:

¢ Bepcus SCADA-cucremb: SCADAvantage BepcHu HeE
meHee 6.0.

KoMMIEeKTHOCTD JIMIEH3UH 10JDKHA BKAOHATH!

* [1paso Ha MCII0NB30BAHME JOMOJIHUTETbHBIX
[10J1b30BATEJILCKUX PabO4HX MECT;

* [TopaepKy BCEX CYLIECTBYIOLIMX dyHKuMit cuctembl 0e3
OrpaHHyYeHHs MO BPEMEHH.

2.10) TpeGosanust K aHTMBHPYCHOMY MpOrpaMMHOMY
o0ecneyYeHHIO!




B cocTaBe TMOCTABKM JIOJKHO ObITh MNPELYCMOTPEHO
aHTMBMpYCHOe mnporpamMmHoe obecneuenne  McAfee
Endpoint Security.

+ COBMECTHMOCTh C ONepalMOHHbIMH cuctemamu Windows
10 Pro/Enterprise (64-bit), Windows Server 2016 1 Gonee.

» MoaaepxKa paboThl B W30JIHPOBAHHBIX CETAX (JI0KaIbLHbIE
0BHOBJIEHUS CUTHATYD Yepes o(aiiH-peno3suTopuil).

« Jluuensuss Ha McAfee Endpoint Security nosxHa ObiTh
neiicTBytolIEi He MeHee 3 sieT.

2.11) TpeGopanus x mnporpaMmmHomy obecnedenmio MS
Office:

Bepcus: Microsoft Office Standard win SKBUBAJICHT (He HIKe
Office 2016).

CocTag NpUI0KEHHIA:

Word (TeKcTOBbIE TOKYMEHTBI);

Excel (21eKTpoHHbIe TabIHLbI).

JIuueH3MA: NOCTOAHHAS.

COBMECTHMOCTh: ¢ onepauuoHHoii cuctemoii Windows 10
Pro/Enterprise (64-bit), Windows Server 2016 1 nozanee.
MocTaensieMasi JIMLEH3MA [ODKHA ObITh OPUIMHANBHOMH, €
NpefoCTaBICHUEM KTHoUeH aKTHBALIMH.

JlononHUTENbHbIE TPEOOBAHUA:

BO3MOKHOCTE JIOKANBHON yCTaHOBKH 0e3 HeoOXOAHMOCTH
MOAK/IIOYEHUA K HHTEPHETY.

B03MOXHOCTh AKTHBALMM B 3aKPBITOH (M30JMPOBAHHOI)
CETH.

Tpe6osauus k [oapAauNKY BO BpeMsi BbINOJIHEHHS!
pabor

1) Obopynosanue AOMKHO ObITh HOBOE "
HEHCIOIB30BAHHOE,

2) lapanTus Ha 060pY10BaHUE H BBITIOJIHEHHBIC padoThl —
He MeHee 12 MecsALEB,

3) Cobmoaenue rpauka U opraHu3auy pabor:

e PaBoThl JOMKHBI BBIMOJHATLCS CTPOr0 B COOTBETCTBUH C
YTBEPKAEHHBIM TUIAHOM-TPaduKoM;

e Bce OTKIOHEHHS OT CPOKOB WM TEXHOJNOTHI NOJIKHbI
CBOEBPEMEHHO COTTIacOBLIBATHCA C 3aKa3UNKOM.

4) CobnoaeHue HopmM 6€30MacHOCTH U JI0MyCKa:

o [ToapsiauuK JO/DKEH O00ecmeynTh cobitonenue npaBKil
NPOMBILIJIEHHOH, —MOXKAPHOM, neKkTpofe3onacHocTH, a
TaKkKe BHYTPEHHUX PEr1aMeHToB 6€30MacHOCTH 3aka3zumka,
o Bce wunensl Opuragst [logpapunka  AODKHBL ObITh
obecnieuennl HeoOxoaumbiMu CH3, HuMeTh [OMYCKH K
paboTe Ha ONacHbIX MPOM3BOACTBEHHBIX o0beKTax.

5) KaecTBO MOCTaBKU H MOHTaXa 000pY10BaHHL:

e [locTaBka 0060pYIOBaHMA, MOHTaK W TyCKO-HajlalKa
JIOJKHBI BBITIOJIHATECA B COOTBETCTBUM € TEXHHYCCKHMH
XapaKTepPUCTHKAMHK, YKa3aHHBIMU B JaHHOH TEXHUYECKOH
cneurduKaLH;

o [lpuémka W  ycTaHOBka  ODOpyloBaHWi  1OJUKHA
NPOBOIMTELCA B NPUCYTCTBUH npeacTaBuTENEl 3aKa3uuKa,

e Bce MOHT@XHbIE COENMHEHNs JOKHbI ObITh AKKypaTHO
BBIMOMHEHBl M TMPOMapKHpOBaHbl B COOTBETCTBHH C
UCTIOJIHUTE/IbHBIMH CXEMaMHu.

6) UndpopmupoBanue n 0TY4ETHOCTh

e Bce 3HauuMble 3Tanbl (o0cnenosaHne, NocTaBka, 3anyck,
oGyuenue) NOMKHB  OblTh  32M0KYMCHTHPOBAHbI K
NOANMCaHBI NIPEACTABUTENAMH 00EUX CTOPOH.

e [Ipu BEIABJICHHH OTKJIOHEHHWH, YKa3aHHbIX B TEXHUYECKOH
cnenudukaimy [oapsaiuk 00s3an:




~ HemeUleHHO npoutpopMiposaTh 3akasunka;

- [IPHOCTAHOBHTL COOTBETCTBYIONLHE paboThl 10 NOMYHEHHS
corflacosarms,

7) O6paliene ¢ KOHPHACHILTAILHOH uHpopmanuei

o [loApsi/MK 1€ BOPABE KONNPOBATh, Nepeiaarh Wil
HCNOAB30BATH HIOPMALIIO O TEXHONOTHYECKOM NPOLECEE,
cxeMax MOJKIOUCHHA mii Konpurypauuy oGopynoBaHns
Ge3 corjaconanis ¢ 3aKasuikoM.

o Bce MOsiyuCHHBIC B XOJIC BBITIONHEHHA pabor maHHbIC

CYMTAIOTCH l\'()ll[l)lI,'iC]llll]‘cl.'llaill»IMll.

Odsiannoct MNoapsiuiKka B0 BpeMsi BLINOJIHCHHS
pabor

DIloapsanunk  HectT  HOJHYIO OTBETCTBEHHOCTh  3a
paloToCnocodHoOCTL 1 COBMCCTHMOCTR NoCTaBJAeHHOIO
oGopyLoBanis " HPOIPAMMHOTO obecrneyeHns,
odecneunsasl JOCTIKCHIC BCEX 3aABJIEHHBIX
(yHKIHTOHAILHBIN 1 TEXHIFICCRITX TpedoBannii 3aKa3iHKa.
)1 lojpsi/IuiK OKa3biBacT KOHCYJILTAUHOHHOC coaeficTBHE
crelaIneTaM 3aKasuika B YCTaHOBKC M HACTPOHKE HOBBIX
AnnapaTHo-1pOrPAMMHbLIN KOMILICKCOB.

3) ToapstHK JI0JACH NPEIOCTaBUTL BCIO JIOKYMEHTaLHIO,
pronouast cxembl., Kou(uiypaiuionibie (aiiisl, OnucaHnz
GyHKUHOHAILHBIX OJIOKOB.

4)B  pamgax rapaiTHiioro 00s13aTe/ILCTBA  YCTPAHCHHE
Ne)CKTOB,  BBISBAHHBIN - HCIOCTATKAMH NOCTABKH MM
MOHTAKA.

SH)Toapsaunk Ha HOCTABIAEMOC obopynosaHue
NPEAOCTABIAET OPHITHAIL LI HHOTAPHAILHO 3aBepeHHYI0
KoLto  cepridKaTa Wit HACHOPT KauecTsa 0T 3aBoa
H3U0TOBITEI.

6)!lepenaua JEMOHTHPOBANHOTO o0opy/10BaHHA
HPEACTABHTEC/O  3aKastuiKka - COINIACHO akram TipHema-
nepeaatin.

7)Y GopKa i BOCCTAHOBICHIHE HOCJIC 3aBCPIICHIA padoT:

VaJHTh }'IIEIKUBO‘{]I[;IC MATCPHVIBL, C'[‘pOI'ITGJ]be!ﬁ MYCOp M
T.1.

4 Mepeuens MATEPHAJIOB, HCHOJIB3YCMBIX [o/psIAMIKOM JUTst BBITIOJIHEHHSE paboT
Tabauya. 2.1epeyens maniepuaios

HanvenoBanie MaTepiaion (060py10BaHIs, 3AITACHBIX

NoNe
& Ea. n3m. KoqinueeTso
n/n uacreii nap.)
i _ . 2 3 4
| 1 DACKTPONNICTPYMEHT SESEe e KOMILIL. 1
2 ~ Mamepureabliptii i JUIArHOCTICCKNT HHCTPYMEHT KOMILI. L
3 _lfl_nq:t_'p_y!\tuu’l‘bl;_mﬂ_itﬁgp_,l@5 paboT KOMIUL 1
B 4 | Pyunoil mucrpyment - KOMILI. |
3 ) Jﬂgm&oq&;ﬂ@gg}_japm o KOMILL |

5 MecTo BLIOJIICHIS padoT
PaGoTei 1o 3amenie cuerembl SCADA nnrin C 112 AKLL Z0J5KHBI ObITb BLITTOMHEHDBL 1T CJIAHDI 3aka3zyuky no

anpecy: PecnyOsnka Kasaxcran, 1. Asimartbl, npoctiext Adas, 109B, BLL «["1obyc».

6 Cpoxn BBLITOJIHEHES pador
Hauaio BuIoANEHs padoT — € JIaThl HO/ULHCAHIA JLOroBOpa, OKOHYaH

Jlupexrop JIACYT11

Jamecturens jpekropa JACYTII P AN

Baiioynos b.J1

Jlio 113HHbIOHD

ye — o 31 sexadpa 2026 roaa.




Technical specification
Replacement of the SCADA system of line C ACC

1. Subject of purchased work
Replacement of the SCADA system line C on the Almaty Control Center (hereinafter — ACC) of the
Kazakhstan-China Gas Pipeline.

2. Argumentation of purchased work
The SCADA system of Line C at ACC has been in operation since 2018 and is currently outdated. According
to notifications from the manufacturer, the lifecycle of the current version of the SCADA system ended with its
transition to "Obsolete" status at the end of 2019. The main reason for the cessation of support is the discontinuation
of support for Microsoft Windows XP, Windows 7, and Windows Server 2008 operating systems as of January 14,
2020.
There is a necessity to replace the software and hardware components of the Line C SCADA system to
improve the reliability and security of the technological process control.
The replacement of the SCADA system is required for:
- Improving the reliability and security of technological process control;
- Integration with modern information and telecommunication systems;
- Compliance with international standards on cybersecurity and data protection.
The implementation of the SCADA system replacement will create a technological foundation aligned with
the goals of establishing a world-class enterprise and will provide a sustainable platform for future development and
the introduction of innovations.

3. Scope of purchased work

Table 1. List of work
Description and required functional, technical, quality : ;
Blo and operational characteristics of the purchased work it Quantity

1 2 3 4

1) The replacement works for the SCADA system at ACC
imply a comprehensive, long-term turnkey execution and
include the following stages:

1.1) Supply of a hardware and software complex, including
servers, workstations, network equipment, monitors, KVM
devices, and specialized licensed software;

1.2) Dismantling of all equipment subject to replacement;
neering and operator workstations;

1.3) Installation and mounting of all equipment subject to
replacement, including their connection, full installation of
software, configuration, and setup of the SCADA control
system software, integration with existing equipment and the
facility’s network infrastructure;

1.4) Commissioning works and acceptance testing at the
Customer’s site;

1.5) Conduct technical training for the Customer’s personnel
on the operation and maintenance of the supplied equipment
1 and software. work 1
2)Equipment and software subject to
replacement/installation during the works:

The specification of particular models of equipment and
software is justified by the need to ensure compatibility and
additional outfitting with existing systems.

2.1) Hardware:

o SCADA Real-time Server — 2 units;

« SCADA Historical Server — 2 units;

« SCADA OPC Servers - peace’s— 2 units;

« SCADA Workstations — 3 units;

« LCD Monitor for workstations — 12 units;

« KVM Device — | set;

2.2) Software:

+ Operating system for the workstations — 3 units;

« Operating system for servers — 6 units;

« Extension license for the existing SCADA system — I set;
o Anti-virus software — 9 units;




« MS Office software — 1 unit;

2.3) Technical requirements for the all SCADA server’s:

« Processors and computing power: Number of processors:
at least two; Architecture: x86-64, multi-core; Frequency: at
least 2.2 GHz; Number of logical lines: at least 40 per
processor; Hyper-lineing support; High throughput of
interprocessor buses of at least 9.6 GT/s. RAM: Type:
DDR4; Minimum: 64 GB; expandable up to: 640 GB;
Number of slots: at least 40. Storage subsystem: at least 2TB;
Interfaces: SAS 12 Gbps and NVMe Gen4 x4; RAID support
levels: 1, 5, 6, 10; Scalability: up to 144 disks; Hot
swappable drives. Network interfaces: Ethernet 10/100/1000
Mbps: at least 4 ports; Management ports: separate, with
remote access support. Interfaces and expansions: PCle 3.0
slots: up to 8; USB ports: at least 4 X USB 2.0 (reserve), at
least 4 x USB 3.0 (working); COM ports: at least 2 standard;
VGA video output for connecting a monitor. Reliability and
fault tolerance: Fully duplicated modules (CPU, memory,
storage, power); Self-diagnostics, self-healing; Automatic
failure notification; Direct support of remote service via
built-in channels; Virtualization and OS support: Supported
operating systems: Windows Server with Hyper-V;
Enterprise Linux with KVM; VMware vSphere; Support for
consolidation of software workloads. Power supply and form
factor: Voltage: 100-240 V, 50/60 Hz; Form factor: 4U (197
rack); Additional features: Availability level: 299.999% (5
nines); Platform service life:; at least 7 years.

2.4) Technical requirements for the SCADA workstation’s:
« Processor (CPU): minimum 3.0 GHz, multi-core;

» RAM: minimum 16 GB;

« Hard Disk Drive: minimum 1 TB;

« Graphics card: minimum 8 GB memory, Full HD
resolution support;

« Network card: at least 4 ports, supporting 10/100/1000
Mbps;

« Optical drive: DVD-RW;

» Power supply: redundant (2 units), hot-swappable;

« Form factor: designed for mounting ina standard 19" server
rack;

« Connectivity ports: USB, HDMI or DisplayPort, Ethernet
RJ45;

« Additional: Keyboard, mouse, required connection cables.
2.5) Technical ~requirements for LCD monitors of
workstations:

« Display type: LCD (Liquid Crystal Display);

« Screen size: minimum 27 inches;

« Maximum resolution: at least 1920 » 1080 (Full HD); °
Aspect ratio: 16:9;

« Input interfaces: VGA, HDMI, DisplayPort;

- Mounting: rack-mountable (bracket or rack must be
included);

» Power supply: standard 220V AC, 50 Hz;

« Operating  conditions: capable of continuous 24/7
operation;

« Additional: connection cables to workstations included.
2.6) Technical requirements for the KVM device:

- Device type: KVM switch with integrated LCD display and
keyboard, designed to control multiple computers from a
single console;

+ Integrated display size: minimum 19 inches LCD;

+ Display resolution: at least 1280 x 1024 pixels;

- Number of connection ports: at least 8 ports with expansion
capability;




» Connection port type: USB and VGA interface support;

« KVM module for remote connection of keyboard, mouse,
and monitor with support for cable length up to 100 meters
(cables included) — 3 units.

« Control: via hotkeys and On-Screen Display (OSD) menu;
 Mounting: compatible with installation in a standard 19"
server rack;

« Power supply: standard 220V AC, 50 Hz;

« Additional: a set of mounting components and necessary
connection cables must be included in the delivery.

2.7) Requirements for the Operating Systems for all the
SCADA Server’s:

« Operating System: Microsoft Windows Server, version no
earlier than 2016, considering compatibility requirements
with the supplied SCADA software.

« License: genuine, corporate/OEM, with offline activation
capability.

2.8)Requirements for the Operating System for the
Workstation’s:

« The operating system of SCADA workstations shall be
Microsoft Windows 10 64-bit or newer, licensed, with the
right to updates within the installed version. The operating
system must ensure compatibility with the SCADA system
version not lower than ABB SCADAvantage 6.0.

« License: genuine, corporate/OEM, with offline activation
capability..

2.9) Requirements for the Extended License for the SCADA
System:

« The supply of the extended license must ensure the
continued operation and expansion of the existing SCADA
system without limitations on the number of 1/O points,
users, and monitored objects, within the scope of the
declared project.

Licensing Requirements:

« SCADA system version: SCADAvantage version not
earlier than 6.0.

The license package must include:

- Rights for additional user workstations;

« Support for all existing system functions without time
restrictions.

2.10) Requirements for Anti-Virus Software:

« The supply must include McAfee Endpoint Security anti-
virus software.

« Compatibility with Windows 10 Pro/Enterprise (64-bit),
Windows Server 2016 or later operating systems.

» Support for operation in isolated networks (local signature
updates via offline repository).

« The McAfee Endpoint Security license must be valid for at
least 3 years.

2.11) Requirements for MS Office Software:

Version: Microsoft Office Standard or equivalent (not earlier
than Office 2016).

Included Applications:

« Word (text documents);

» Excel (spreadsheets).

License: Perpetual.

Compatibility: with Windows 10 Pro/Enterprise (64-bit).
The supplied license must be original, with activation keys
provided, and valid.

Additional Requirements:

« Ability for local installation without internet access.

« Ability to activate in a closed (isolated) network.




Requirements for Contractor during execution of work

1) The equipment must be manufactured no earlier than 2024,
new and unused.

2)Warranty for the equipment and completed works — not
less than 12 months.

3)Compliance with the schedule and organization of work:
e The work shall be carried out strictly in accordance with
the approved schedule;

e All deviations from deadlines or technologies shall be
promptly agreed upon with the Owner.

4)Compliance with safety and access standards:

o The Contractor shall ensure compliance with industrial,
fire, electrical safety rules, as well as the Owner’s internal
safety regulations;

o All members of the Contractor's team shall be provided
with the necessary PPE and have permits to work at
hazardous production facilities.

5)Quality of delivery and installation of equipment:

e Equipment delivery, installation and commissioning shall
be carried out in accordance with the technical
characteristics specified in this technical specification;

e Acceptance and installation of equipment shall be carried
out in the presence of the Owner’s representatives;

o All installation connections shall be carefully made and
marked in accordance with the executive diagrams.
6)Informing and reporting

o All significant stages (inspection, delivery, launch,
training) shall be documented and signed by representatives
of both parties.

o If deviations from design solutions are identified, the
Contractor is obliged to:

- immediately inform the Owner;

- suspend the relevant work until approval is received.
7)Handling confidential information

o The Contractor shall not have the right to copy, transfer or
use information about the technological process, connection
diagrams or equipment configuration without the consent of
the Owner.

e All data obtained during execution of work is considered
confidential.

Duties of Contractor during execution of work

1)The Contractor bears full responsibility for the operability
and compatibility of the supplied equipment and software,
ensuring compliance with all declared functional and
technical requirements of the Customer.

2) The Contractor shall provide consulting support to the
Customer's specialists during the installation and
configuration of the new hardware and software complexes.
3)The Contractor shall provide all project documentation,
including diagrams, configuration files, and functional block
descriptions.

4)Within the framework of the warranty obligation, the
elimination of defects caused by deficiencies in delivery or
installation;

5)The Contractor shall provide either the original or a
notarized copy of the certificate or quality passport from the
manufacturer for the supplied equipment.

6)Transfer of dismantled equipment to the Customer’s
representative in accordance with handover certificates.
7)Cleaning and restoration after completion of work:
remove packaging materials, construction waste, etc.




4. List of materials used by the Contractor to perform the work
Table 2. List of materials

No. Materials (equipment, spare parts, etc.) Unit Quantity
1 2 3 4
| Power tool - set 1
2 Measuring and diagnostic tool. set 1
3 Tools for cable work - set 1
4 Hand tool - set I
5 Marking accessories - set I

5. Place of work
Work on Replacement of the SCADA system of line C ACC shall be completed and delivered to the Owner

at the following address: Republic of Kazakhstan. Almaty city, Abay 109 V ave., MFC «Globus.

6. Terms of work
The work commencement is from date of signing the contract, completion is before December 31, 2026.

Director of Department of Automated Process B.D. Baibulov

N4 |
7? NIZ‘« ot Liu Jinyun

Deputy Director ol Department of Automated Process



TexHHKAIBIK CHIATTI3IM
«ABO C ncenicinitg SCADA ycyiecin aysicimsipy»

1 CaThill AJbLIHATHIH JKYMbICTAPAbIH MIHI
"KasakctaH — KpiTaii" MarncTpaibibiK ras KyObIpbIHbIH AMaThl backapy OprabiFbitbiH (Oy1aH api — ABO)
C xenicinin SCADA xkylieciH aybICTbIPY.

2 CaTbiN 2JbIHATHIH }KYMBbICTAPABIH Herizgemeci
ABO C xenicinin SCADA xyiieci 2018 xbuiaa GacTan nalizanaHbuiya KoHe Kasipri Tamia ecKipre.
Onuipywinin xabapramanapsina cafKec, SCADA xyiieciHiH arbiMAaFbl HYCKaChbIHbIH emipaik waKi 2019 KbLIABIH
conpinna «Eckipren» (Obsolete) maprebecine oTken. Kosayibl TOKTaTy/1blH nerizri ce6e6i Microsoft Windows XP,
Windows 7 xone Windows Server 2008 onepauusibIK Ky flenepine xonaayasii 2020 KbLIFbI 14 xaHTapzaa
TOKTATBLTybI 60BN TA0bLIAIbI. SCADA xyliecinin 6ariap/iaMalblK XKoHe annaparrbik KaMTaMachi3 ETYiH aybICTBIPY
KaKeTTimirl TyblHAadbl, OyJl TEXHOJIOTHAJIBLIK npotiecti GackapyabiH ceHiMaiiiri MeH Kayimcismirii apTTeIpY
makcaTbina kaxer. SCADA xyiieciH aybICTbIPY KaKeTTi/lir MbIHAJIAp YLIiH TybIHAAMIbI:
- TexHONOTHANIK POLECTi OacKapyablH ceHiMALTiri MeH Kayinci3iri apTThipy YIliH;
- 3amanayM aKnapaTThiK KOHE TEJEKOMMYHHKALMILIK Kyile/lepMeH MHTErpaumsnay yuri;
- Kwubepxkayincisaik neH nepexTepi Kopray 0ofibiHILIA XambIKapaIbik CTaHjapTTapFa CoiiKeCTiK yLIiH.
SCADA syiiecin aybICTBIPY/Ibl ICKE aCBIPY aneMik JAeHreiiaeri KacinopbiHbl Ka/IbIMITACTBIPY MaKcarTapbiHa
caiiKkec KeJeTiH TeXHONOTUsAJIbIK 0a3aHbl KypyFa My MKiHZiK Gepeai xoHe 6omamakTa JaMyFa JaHe HH HOBalMAIAP/IbI
eHri3yre TYpaKThl niaTpopma KaMTamacel3 eTefi..

3 CaThiN aJbIHATBIH MKYMBbICTAPABLIH Keaemi
I-kecme. JKymbicmapowiy_mizbeci

CaThill A/ILIHATHIH KYMBICTAP/IbIH CHNATTAMACK] HKIHE
TAJaM eTieTiH PyHKIHOHAIIBIK, TEXHHKAJIBIK, O 6ipa. Canbl
canasibiK oHe naiigajany cHnaTramalapbl

NeNe
ple

1 2 3 4

1) ABOupi  SCADA  Gackapy KyHeciH — aybICTBIPY
KYMBICTAph! KEIEH/1i, XKIHE TOMbIK afKTalFaH Typae («kiar
TanchIpy» HETi3iH/e) OpbIHAANANbI FKIHE Keneci keseHaepai
KaMTHIbL:

1.1)CepBepiiep/i, ~ KyMbiC  CTAHUHANAPbIH, KeiiK
KaGIbIKTHI, MOHMTOpIapabl, KVM KypbLIFbIaphit KIHE
apHaiibl JMLEH3MATBIK OarapiaManbiK KaMTamachl3 eTyii
Koca anFaHia, anmnaparThiK-Oarnapramanbik KeleHai
HKETKI3Y;

1.2)AybICThIpbITYFa  KaTaThiH Gaprbik  KaOIbIKTI
GenlueKTey KYMbICTaphl;

1.3)AybiCTIpbUIYFa  aTaTblH Gapibik  KaO/BIKTBI
MOHT@XJAy JKoHE OpHaTy —JkdHe  OJapibl KOCY,
HarnapaamMansK KaMTaMachl3 eTyni Tonbik opHaty, SCADA
Gackapy OKkylecinin Darnapaamanbk acaKramacbiH
koHdurypanmsnay — KHE GanTay,  KOJJAHBICTArbl
ka0 abIKTapMEH KoHE 0OBEKTIHIH AKeminiK
1 uH(PaKYPHUILIMIMEH HHTErPALMATIAY, JKymsiC 1
1.4)[laiinananyra €Hrizy MoHE 3akasudk OOBEKTICiHIE
Kabblay ChIHAKTAPbIH KYPrisy;

1.5)Kerkizinren  kababikrap — MEH HaraapaamanbiK
KacaKkTaMaHbl NailanaHy jKIHe Kbi3MET KOpCeTy QolibIHIIA
Tanceipbic GepylliHiH nepcoHallbiHa TEeXHHUKAJILIK OKBITY
KYPrizy.

2) X ymbicTapibl  OpbIHAAY Ke3iHIe  aybICThIpbLIYFa
/opHATBLTYFa JKaTaThiH kabubikTap MeH OarnapiaMainbiK

)KacakTama:
JabapikTap MeH Gariapiamanbli KacaKTaMmaHbIH HaKThl
yjrizepit KOpceTy KOJII2HbICTAFbI KyitenepMeH

yineciMIiniKTI  KaMTaMachl3 ery OKOHE  KOChIMUIA
KababIKTay KOKETTiliriMeH Heriznenei.

2.1) AnnapaTThiK KAMTamMachl3 €Ty

« SCADA Real-Time cepBepi — 2 naHa;

« SCADA Historical cepsepi - 2 naHa;

« SCADA OPC cepaepi - 2 JaHa;




« SCADA KyMbIC CTAHLUANIAPDI — 3 HHBIHTBIK;

o JKyMbiC CTaHUMs/IApbiHA apHalraH LCD monutop — 12
JaHa,

« KVM KypbUIFbiChl — | JKHBIHTBIK]

2.2) BarnapnamalnblK KaMTamach!3 eTy:

¢ JKyMBbIC CTaHUMsNIAPbIHA apHANFaH ONEPaluAIbIK Kyite —
3 naHa;

« CepBepJiepre apHaiFaH onepatusibiK Kyite — 6 naHa;

« SCADA xyiiecine apHalraH KkeHeiiTiaren nuuensus — |
JKHBIHTBIK;

« AHTUBHMPYCTHIK OaraapiamManblk KaMTamachl3 ery — 9
naHa;

« MS Office 6ar1apamMabIk Kacakramacs! — | JaHa;
2.3)Bbapasik  SCADA cepsepiiepiHe  KOFbLIATbIH
TEeXHUKa/IbIK Tananrap:

+ [Tpoueccopiap KoHe ecenTey KyaTbl: TTpoLeccop CaHsi:
KeMiHme eki; ApXHTEKTypachl: x86-64, KemsiApobl;
JKuiniri: keminge 2.2 TT1; JIornkanbik arsiHaap CaHbl: ap
npoueccopaa Keminae 40; [unep-aFblH TEXHOIOTHSACHIH
kosaay; [poLieccopsiap apachiHAaFbl WHHA oTKi3y Kabineti
keminae 9.6 T'T/c. Xenen xanpi: Typi: DDR4; MuHumym:
64TB: Kkeneiiry Mymkinziri: 640I'B aeftin; CnoT caHbl:
keminge 40. Cakray Kyieci: Keminge 2 TB,
Untepdeiicrep: SAS 12 Iout/c xone NVMe Gend x4;
RAID nenreiinepin konmay: 1, 5, 6, 10; Macmrrabranyst:
144 nuckire aeifin; JIMCKinEp/l bICTbIK aYbICTLIPY- Keninix
untepdeiicrep: Ethernet 10/100/1000 M6ut/c: MuHUMYM 4
nopt; Backapy rnopTTapbl: feek, KallbiKTaH KOJI KeTKi3y i
kongaysimeH. MuTepdeiicTep xate keneiitynep: PCle 3.0
cnotrapsl: 8-re Aedin; USB mopTTaphr: pe3epBTiK YILiH
keminne 4 x USB 2.0, KyMbIC yutid kemiHzae 4 X USB 3.0;
COM-nopTTapbl: CTaHAapTThl TYPAC keminge 2; VGA
Geiinembirbic. CeHiMLTIK XKoHe ICTeH WbIFyFa TO3IMIIIK:
BapJibiK MOAYJIBAEP (CPU, xan, cakray, KyaT) TONbIK
KajiTasaHaThiH; O3iH-631 IMAarHoCTHKanay AOHE KannbiHa
kenTipy; Akayjap Typaibl aBTOMAaTTbl xabapnama; lmiki
apHanapbl apKbUibl KalbIKTBIKTaH TEXHHUKAIBIK KbI3MET
KepceTyre Tikenel Konaay. BupTyanuzauus KaHE ocC
xonnay: Windows Server Hyper-V; Enterprise Linux KVM;
VMware vSphere;  baraapnamaibik KykTemenepai
KOHCONMAALMAIAY MYMKIHirl. DIeKTpMEH KabapiKTay
xate popm-haxtop: Kepuey: 100-240 B, 50/60 I'u; Popm-
dakrop: 4U (197 croiika); Kocwimina epeKLIeNKTepi:
KomkeTiMAiNK nenreiti:  299.999% (5 TOFBI3ABIK);
[natdopMaHbIH KbIBMET €TY Mep3imi: KkeMiHae 7 Kbl

2.4) SCADA  KymbIC  CTaHUHANApPBIHA KOWBINIATHIH
TeXHUKaNbIK Tananrap:

« Tpoteccop (CPU): keminae 3.0 [Ty, KoM AApOJbL;

« YWenen xaasl (RAM): keminae 16 I'b;

« TypaKThbl JKajbl: keminge 1 Th;

» I'padukanbiK KapTa: xeminne 8 I'b xanst, Full HD
@KbIPaThIMIbLIBIFBIH KOJLAAY;

o Yeninik kapra: keminae 4 nopr, 10/100/1000 Mowur/c
JKBUTAAMBIKTBI KOJAY,

o ONTHKAJIBIK JUCK HKETeri: DVD-RW;

« KocpiMua: [lepHeTakTa, TiHTYip, KOCHLTY YIUiH KaKeTTi
kabenbaep.

2.5) Kymbic ~ CTAaHLUMACHIHbIH LCD-MOHUTOPIapbiHA
TeXHUKAIBIK TaNanTap:

« Dxpan Typi: LCD (CyHbIK KpHCTAIIb! Aucnnei);

» JkpaH AMaroHasli: KeMinae 27 moiiM;

o MakCUMabl aXbIPATHIMABUILIK: keminge 1920 x 1080
(Full HD);




« beitne dpopmarsl: 16:9;

« Enrisy untepoeiictepi: VGA, HDMI, DisplayPort;
 OpHary: cepere opHaTy MYMKIHAIr (KpOHIITEHH HEMece
cope KUbIHTBIKTA 60.1yb! THIC);

« Kyar ke3i: crannaprTei 220B AC, wuinmik 50 I'u;

o [Naiianady mapTTapbl: Toylirine 24/7 y3mikci3 KYMbIC
MYMKIiHIri;

« KochIM1IIa: YMBIC CTAHLIMAIAPbIHA KOCKLITY Y1UIiH KaKETTi
KabellbAep KMbIHTHIKTA GOTybI THIC.

2.6) KVM KypbUIFbIChIHA TEXHHKATILIK Tananrtap:

o Kypbinebi Typi: OipikTipinres LCD aucrneHi MeH
nepHetakrackl  0ap KVM-kommyTtatop,  OipHewie
KOMIIbIOTEPAI Gip KOHCONBACH OackapyFa apHanFaH;

« Jlucrineii AuaroHai: keminae 19 moiim LCD;

o Jlucrutefifii aXbIpaThIMIAbUILIFSL. keminze 1280 x 1024
MHKCENb;

o Kochlty nopTTapbiHbiH CaHbI: Kemi
MYMKIiH/ITIMEH;

« Kocblly TOpPTTapbiHbiH TYPi: USB wxkone VGA
uHTepdeiicTepin Konay;

« KjiaBuaTypaHbl, TIHTYipi %9HE MOHUTOPIbI KalllbIKTaH
kocyra apxanrad KVM Moyli, KaOejib Y3bIHbITbI 100 ™
neiiin (kabenbaep KHHAKTA) — 3 maHa;

« MoHTaxaay: cTanaaprTs 19" cepBepilik cepere opHaryfa
yineciMai;

» Kyar ke3i: cTaHA1apTThl 220 B AC, 50 I'i;

o KocbIMIlla: OpHATyFa apHajlfaH 3JIeMEHTTCp FKUBIHTBIFbI
Kore KaxeTTi Kochuly Kabesbepi xeTki3ifiM KypamblHia
Gonysbl THIC.

2.7) bapnbik SCADA cepBepnepiHe apHafaH
onepauHsIbIK KYHenepre KOBINATBIH TAjanTap:

o Onepausiibik  Ky#ie: Microsoft Windows Server,
nyckachl 2016 XbuiaH Keul eMec, swetkizinerin SCADA
Garjap/amManblk  KamMTamachbl3 eTyiMeH yitneciMainik
TananTapbiH €CKEpe OThIPbIMN.

o Jlunensusi: TYMHYCKa, kopnoparnsTik/OEM, odnaii
opraza GenceHaipy MYMKIHIIriMEH.

2.8) ymbic  cTaHUMATApbIHA apHaiFaH  OmepauusibiK
sKylesiepre KOHbIIATBIH TajanTap:

« SCADA KyMBbIC CTaHIIMANAPbIHbIH OMEPALHANLIK xy#eci
Microsoft Windows 10 64-bit Hemece olaH XaHa HyCKaja
6oyl THIC, TMUEH3NATIBIK, OpHATBLIFAH Hycka leHOepinie
HaHAPTYFa KYKBIKICH. OnepaumsnbiK Kyiie SCADA
xyiiecinin ABB SCADAvantage 6.0 Hemece o/laH KOraphbl
HyCKachiMeH yiinecimMainikTi KaMTamMachl3 eTyi THic.

o Jluuensua: TYNHYCKa, xopniopatnsTik/OEM, odnaiiu
oprana benceHaipy MYMKIHAITIMEH.

2.9) SCADA xyliecine apHanFaH KeHeHTIIreH NULEH3NAFa
KOblIATbIH TAJaNTap:

o KeneliTinred JHLEH3UAHBL KETKI3y KONJIaHBICTAfbl
SCADA KyieciHiH IIEKTEYCi3 IKyMbIC icTeyiH KoHE
KEHEIOTH KaMTaMachl3 eTyi THic, eHrizy/wbirapy HYKTeIepi,
naiinanaHylbiiap KoHe MOHHTOPHHT 0ObeKTiNepi caHbiHA
KATBICThI IIEKTEYCi3, X00ana kepcetinren weHOepae.
JTMLeH3UsAJIBIK Tanantap:

« SCADA xyifeciHin HYCKacbl: SCADAvantage 6.0 nemece
0/1aH ’KOFapbl HYCKachl.

JTHIEH3Ms KHUBIHTBIFBI MbIHATAPbI KAMTYDI THiC!

» KochiMIla Nafiaananyuibl KyMbIC Opbl HapbIH Maknanany
KYKBIFbI;

<Xyitenin ~ GapmbIK KONJAHbICTarbl  (yHKUHANAPBIH
Mep3iMci3 Kosaay.

Hae 8 nmopr, KeHeHTy




2.10) AnTuBHpycThIK OaraapinaManblKk KamMTamachl3 eTyre
KOHBbLIATBIH TANANTap:

e Xerkizinim kypambinga McAfee Endpoint Security
aHTHUBHMPYCTHIK GaraapiaamalsiK acakramach! Gonybl THIC.
« Windows 10 Pro/Enterprise (64-6ur), Windows Server
2016 koHe JKOFapbl  OMEpauMANBIK  KyienepiMed
yinecimainik.

o OkliaylaHraH Kejinepie JKyMbIC icTeyli Komaay
(konTanbanapipl OpaiiH-peno3nTOPHii apKbijbl KEPrifikTi
KAHAPTY).

» McAfee Endpoint Security NHUEH3HSCBIHBIH MEpP3iMi
KeMiHae 3 xbin 60nysl THIC.

2.11)MS  Office  OGarmapnamainslk  JKacakTamacbiHa
KOMBIIATBIH TAIANTap:

Hyckacei: Microsoft Office Standard nemece Oanamachl
(Office 2016 Hemece o/1aH KOFaphl).

Konmad6ainap KypambiHa Kipeai:

* Word (MaTiHziK KyXKaTTap);

» Excel (31€KTpOHBIK KECTENED).

Jlnuensus: Typakrsl.

Yitnecimainik: Windows 10 Pro/Enterprise (64-6ut)
Windows Server 2016 »xoHe orapbl omnepaluaibiK
Kyitenipimen.

JKeTkizinerin nuuensua Tynuycka 6onyst tric, bencenaipy
KinTTepiMen.

Koceimina TananTap:

* UHTEepHETKE KOCHIIMA XeprilikTi opHaTy MYMKIHAITi.

* JKabbIK (OKuwIAyNaHFaK) Jkesije GenceHaipy MyMKiHairi.

KymeicTapabl opbiHiay Kesinne Mepairepre
KONBLIATEIH TaJanrap

1) JKabnablk xaHa KoHe nafijananpliMaral 60ysl THIC.

2) XKababikTap MeH OpbIHAANFaH KyMbICTAPFa KEMIaiK —
Keminze 12 aii.

3) JKyMsicTapzs! yHbLIMAACTLIPY XKoHe rpaduKTi cakray:

e JKyMmbIcTap GekiTinaren Aocnap-kKecrere KaTaH
CaliKecTIKTE OpBIHAANYDI THIC!

o Mep3im/epAeH HeMece TeXHOJIOTHANApIAaH Ke3 KeireH
aybiTkynap Tanceipbic GepyiivMen yakTbUlbl Kejlicyi THiC.
4) Kayincisaix HopManapblH jKoHe PYKCATTap/bl CaKTay:

o Mepairep ©OHepKacifTik, ©pT, J/eKTp Kayincisairi
epexenepin, congaii-ak Tancelpbic  Oepymiinid  illKi
Kayincizik perflaMeHTTepiH cakTayabl KamTamachl3 eryi
THIC,

e Mepairep GpuranachiHbii Oapiblk MyLuejaepi KaxerTi
JKeKe KOPFaHBIC KypaapbIMeH KaMTaMachl3 eTijlyl, KayinTi
eHmipicTiK o0beKTiIepae JKyMbIC icTeyre pykcaTrapbl
60yl THiC.

5) YKaOabIKTh! JKETKI3Y KoHE MOHTaM canachl:

o JKababIKThl HKETKI3y, MOHTaKIay JKIHE ICKe KOCY OChI
TEXHUKATLIK CHIATTamajza KepceTinreH  TeXHUKaNbIK
cHraTTaManapra collKec OpbIHAAYbI THIC,

o XKabaplkThl KaGbuigay ckoHe opHaty  Tancbiphic
GepyiuiHii eKinAepiHiH KaThICYbIMEH JKYPri3iayi THiC;

o Bapnblk MOHTAX KOCBLIHICTAPbl YKBIMTHI  OPbIHAAYbI
JKaHE OpbIHAAY Chi3fanapbina calikec TaHGaNaHybl THIC.

6) AKnapaTTanbpy KoHE eCenTiliK:

e BapsbiK MaHbI3 1kl KE3eH/1ep (3epTTey, JKeTKi3y, icKe Kocy,
OKbITY) KYKATTalybl XKoHE €Ki Tapan OKUIepIMEH Koo
KOMBLTYBI THIC.

e Y obanbik  wewiMaepaeH  aybITKyJap  aHbIKTalraH
arnaiina Mepairep MiHaeTTi:

- Tanceipbic OepyiliHi nepey xabapaap ery;




- THicTi JKyMBICTAPIbl KCJIICIM QlibiHFanra AeiiiH TOKTaTy.
7) Kynus aknapariieH mymbic icrey:

e Mepiirep TeXHOJOTHSIBLIK HPOLECE, KOCLLTY cysdanapsbl
Hemece #alG/ABIK  KOHGHIYpAusicsl  Typaibl aKnapatTTbl
Tancpipbic OepyLiMeH KeJicneii Kolipyre, Oepyre Hemece
naiilananyra KyKblibl eMec:

o JKymbicTap/ibl Opblijay OapbIChiia anbiHFal OapnbIK
JlepeKTep Kylvst GOJibill eceirtese.

FKymbicTapiab! opbiijiay Kesinjeri Mepairepain
minjerrepi

1) Mepairep erkiziaren Kabaslk men dar1apiamarbik
KAMTAMACHI3  CTYIIH AKYMBIC icTey KabinerTiniri  met
yiiecimainiri yuin TojibiK sKayalKepllilikTi ©3 MOIHbIHG
wtaunl.  comaii-ak  Tancwpeic  Oepywidin - Oapasi
Majtimieired  (PYHKUHONLUILIK - 7KOHE TEXH!rIKa.FlbI:]
TANAITAPBIHBIH OPLIHAAIY LI KAMTAMAChI3 ereli.
2) Mepairep Tanceipbic Oepyuiinin. MamManaapbita &Kang
annaparTbik-0ar1apiaMalibik KelIEH/Iep/Li  OpHATY  7KOH(
Garrray GOMBINILIA KOHCYILTAILIAIILIK KOMEK KopceTe/l.

3) Mepairep  Gapibik  KOOWILIK - KyKATTaMaHbl,  COHBIH
jimine  cohidanapipl,  Kon(UrypalusaibiK (paiintapnsl
GyHKIHOHALIK GHOKTAPLIIL CHIATTAMAIAPLIH  YChIHYFY
THIC,

4) Keniytik Mitierremeiep uienoepinie IETKIZY Hemecd
MOHTAK aKayIapbilal TY LI a KeMILTIKTEep1i KO10.

5) Mepairep skerkisiierin adbikka 3ayblTTal Gepinret
TYNHYCKaA femece  Horapuailibl KyalaH/ibIpblaral
cepTHPHKATTLI HEMECe calia 11acHopThiHbIH Keulipmecit
YCBIHALDBL.

6) bosexrearen KA/ ILIKT b KaObIAaY-TaIChIpPYy
akriepine cafikee Tancuipoic Oepyllitit OKiline Tancspy
7) KymbicTap askrainraian Keliin Tazajlay AKaHE KallllbiHg
KeJTipy: Kairama MaTepHailiapbii, KypblUblc KOKbICTapbi!
ane 1.0. K010,

4 JKymblcTap/abl opblLLay yulin Mepuirep naiilananarsin MaTepHaIapAbIH Tizbeci
- - _ 2-kecme. Mamepuandaposiy mizbeci
NoNe Marepia/uiapabin (RadiLIK1apabil, ROCAIKEI :
RSP ARl o i Ounu.dipa. Caubl
ple Gostmekrep it aone . 0.) araybl
DA R TER— ) 4
1 3 DNICKTP KYPALLAPbl KIHALDI AKHBIHTBIK 1
2 | Osmey #ane ANArHOCTHRAILIK KYPAILIAP AKHHATL! AKULIHTBIK 1
3 | KaGesmuik AymbicTapra apiairai Kypaaiap AUHAFbI HKHBIHTHIK 1
4 KoJl Kypaiuiapl kuiare S AHBIHTBIK 1
] Tanbanay Kepek-mapakrapbr AKHUBIHTBIK 1
5 AYMBICTAPILI OPBLILIAY 0PGBI

ABO C weiicinin SCADA skyiiecin aybictbipy OofibiHiia JKymbicTap OpbIHAATYbI KIHE TancblpbIc
Gepyuire Kejieci MeKeHKail GoiibiHma TancspuUy Tiic: Kazakeran Pecnybaukacsl, AJMaThl Kajlackl, Abai
nanrblibl, 1098, «l'odyc» KdK.

6 AyMbicTapibl OPLILAY mep3ivi
JKyMBICTap/ibl OpLIHIAY LI dactanybl
31 sxenrokcanra jaeitin.

AP TKa KO KOfibUIFaH KYHHCH Gacran . askranybl — 2026 KbUIFbI

TYBAK nenapramenriniit BaiiGysos b.

JIHPEKTOPbI

TYBAXK nenaprameiiti

JIMPEKTOPLIHBII OPbIHOAcaph! Jhio L[3MHbIOHB
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