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6e30macHOro JOCTyIa K KOPIOPaTUBHBIM CHUCTCMaM, 3alllUThI YYCTHBIX 3amucel moiap30oBaresyel u

®opma 4.2 «Texunyeckas cneunpuranus 11 3aKylIKA TOBApOB»

Texuuueckas cneHPUKANAA
«JIByx(akTopHas ayTeHTU(DUKALAD)

Ipexamer 3akymaembix ToBapos. [10 s fByX(hakTOpHOH ayTeHTHYHKALMHU

OGocHOBaHHe 3aKyNaeMbIX ToBapos. [IpuoGperetue ITO Heo6X0MMMO JUTst 00SCIICUCHHS

npeI0TBPALIeH s HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

3 O6beM 3aKynaeMbIX TOBApOB
Ne | Onmcanme u TpeGyembie PyHKIHOHAIbLHDIE, TEXHHYECKHE, KauecTBeHHbIe H | Ex Kosmue
n/n HKCILTYATANMOHHBIE XaPAKTEPUCTHKH H3M. CTBO
1 2 3 4
mT 1300

1. Tpenocrabnenue nByxdaxropHoii ayrenTHdUKaIiH 6e3 HeOOXONUMOCTH
MOAKIIIOUEHHs K ceTH VIHTepHeT.

2. BO3MOXHOCTb MOTyYeHHs OJJHOPA30BOI0 MAPOIIs ¢ HOMOIIBI0 MOOUIIBHOTO
npunoxkenus, push-ysenomnenus, SMS-coo0LieH s WA TOKEHA.

BO3MOXKHOCTb YKa3aTh COGCTBEHHBIE MyTH JOCTABKH OJHOPA30BbIX MAPOJICH.
VHUKAJIBHBIA aJTOPHTM FeHEpalluy naposel Ui KaKJ0ro mojab30BaTe]Is.
Hurerpauus ¢ Active Directory.

B03MOKHOCTB UCTIONB30BaHKs B MHPPACTPYKType 6e3 JoOMEHa.

IMommepskka LDAP 1 MAC Open Directory.

. Bo3moxnocts nodasienus 2FA mis 6e3onacHoro 1octyna BXoaa Kak
JIOKaJILHOM Y4€THOM 3aIiCH, TaK M IOMEHHON y4eTHOM 3alIMCH CHCTEMBI TIO/1
ynpasnenuem: Miscrosoft Windows, Linux wm MAC OS X.

9. Hanmuue Identity Provider Connector st obecriedenus 2FA obnaqHbIx
cTyk0 (MOCTABLIMKOM YCIIyT') M MOCTABIIMKOM HIEHTHQUKAIMOHHBIX JaHHEIX,
takux kak: OpenAM, Okta, Azure AD, AD FS, Shibboleth, Keycloak, Dropbox,
Confluence.

10. Bo3MOKHOCTb UCTIONB30BaHUA pesepaHoro napois (Master Recovery Key).
11. Ioamepskka annapaTHeIX TOKEHOB, paboTatomux 1o crangapram OATH,
HOTP, TOTP, FIDO, FIDO2.

12. 3amura VPN u VDI cuctem, Takux kak: Microsoft Forefront Threat
Management Gateway, Barracuda, F5 FirePass, Cisco ASA IPSEC, Cisco ASA
SSL, Fortinet FortiGate, Citrix Access Gateway, Juniper, Citrix NetScaler, Palo
Alto, Check Point Software, SonicWall, Netasq, VMware Horizon View u Citrix
XenApp, Cyberoam.

13. BO3MOXKHOCTb HCTIONB30BaHHUA ABYX(DAKTOPHO ayTeHTU(HKALMU IS
samursl VPN noxkmmouenuii, Remote Desktop Protocol, aBropuzauus B OC,
Web ceparcos xotopble Hcronbaytor Microsoft ADFS 3 unu 4, Microsoft Web
Apps, Microsoft Exchange Server, Microsoft Share Point Server, Remote
Desktop Web Access, Microsoft Dynamics CRM, VMware Horizon View,
cepeuchl Ha ocHoBaHuu RADIUS.

14. 3awmra vepes SSO u Microsoft Active Directory Federation Services 1
sxoja B Office 365 wiu Azure.

15. Ucnons3osanne ABYX(haKkTopHOH ayTeHTH(OUKALHMHI B 0€30MIACHOM PEKHME
Windows u B pexxume Grokuposku I1K.

16.3amura UAC gocryna aByx(paKTopHOH ayTeHTH(HKALHCH.

17.RADIUS PAM anst OC Linux/Mac, (3amura SSH, cli login, GUI login).
(TIpu ycnoBun wieHcTsa B AD).

18. Bo3aMOsKHOCTE co3fasath Oeibie criucky IP anpecos, mocTyn ¢ KOTOPBIX HE
norpebyet 1ByX(pakTOpHOU ayTeHTH(HUKALMH; HalTH9Ne IaKETOB API u SDK
[OBBOIOINX MCTIONB30BATS ABYX(aKTOPHYIO ayTeHTU(QHKALHIO ¢ TOGHIM
TIOJ1b30BATENIHCKUM NPHIOKEHHEM

e




19. [ocTaBKka BKTFOYAET pa3BepThIBAHUE CHCTEMBI B OTKa30yCTONYHBOH
KOH(HIYPaLMK ¥ MHTErPALIHIO C CYIIECTBYIOIMMU PabOTAIOUIAMI CHCTEMAaMH
Ut obecriedeHns ABYX(GaKTOPHOM ayTeHTH(HUKALIMK BCEX MOJIb30BATEIICH.

20. UHpopMUpOBaHUEe TOI30BaTeNs O MONBITKE aBTOPH3AIMK ¢ BO3MOKHOCTBIO
MOJTBEPAUTH WIN OTKIIOHUTH IPOBEPKY MOIIMHHOCTH.

21. Hanuuue cUCTEMBI OTYETHOCTH, KOTOpas MOXKET MCIIOIB30BAThCA KaK TS
TIaHe I MOHUTOPUHT'A, TaK U A7 GOPMHUPOBAHHUS OTYETOB.

22. Hanuuwe >xypHasa ayuTa, B KOTOPOM PETHCTPUPYIOTCA M OTCIIE)KUBAIOTCA
BCE M3MEHEHHs B KOH(HUTYPAIIHH, 3aITyCKe M OCTAHOBKE CITY)KObI 1BYX(paKTOpHOH
ayTeHTH(UKALMN.

23. BosmoxkHOCTh HHTerpannu ¢ SIEM u npyrumMu cucTeMaMu MOHHTOPHHTA,
aHaJn3a v pearupoBaHusl.

24. BO3MOKHOCTb aIMUHHCTPATOPa NMPENOCTABIIATh albTePHATUBHBIM
onHopazosslii maposie OTP B cityuae, eciiv y 10JIb30BaTeNIb HET JOCTYIA K
TOKEHY WJIX MOOHIBHOMY TIPHIIOKECHHIO.

25. TI0CTaBIIMK TapaHTHPYET HEMPEPBIBHYIO paGOTOCIOCOOHOCTE CHCTEMBI B
TeueHue 1 roza, 06ecTeunBaET MOJIHOE CONMPOBOXKICHHE CUCTEMbI UL
GecriepeGoiiHOi paGOTEL, BKITIOUas HeOGXOMUMbIE HACTPOHKH 1 KOH(HUTypalluH.
26. BO3MOKHOCTE HMIIOPTHPOBATH MOJIb30BATENIeH B ClIeNMANbHbIe 00J1aCTH ¢
nomoiipio CSV unu LDF.

27. B0o3MOXKHOCTh OrPaHHYHTH KOJUYECTBO UCITOIB30BaHHS OTHOPA30BhIX
naposieit 111 KOMIMBIOTEPOB, HE HMEIOIIUX MOAKIIOYEHHS K CEPBEpY 2FA.

28. [TocrasiseMasi CHCTEMa JIOJKHA OBITh MOCTeHeH cTabuIBHON BepeHei, Npu
TOSIBJIEHHAK OGHOBJICHHH MOCTABLIMK MPOU3BOAMT BCE BHIbI OOHOBICHHH

29. Hayimume 3auiuThl OT II0A00pa OJHOPA30BOToO MapoJis IMyTéM OJIOKHPOBKH
TIOJIB30BATEIS.

30. Hantnume cucteMbl YBEIOMIICHUH O BEIOPAHHBIX THIIAX NEUCTBUH.

TpedoBanns k IlocraBuuky ToBapa
HeT

Oo0sizannoctu [TocTaBmuka ToBapa
HET

4 Mecto nmocTaBKH TOBapa
[TocTaBIMK MPEJOCTABUT TOBAap B PacTopsuKeHHe IojydaTens mo ajpecy: Pecny6muka Kasaxcran,
Aumvarsl, ip. A6as 109B, BLL «I'mobyc».

5 CpoxH MOCTABKH TOBapa
C natel noamucanus gorosopa a0 31.12.2026.

7
HMupexrop ATulT O/\ Y Csonai

Zamecruresib qupexktopa ITulT Myxkywes J.b.




4.2-upican «Tayapiapiabl caThil AJyFA APHAJIFAH TeXHHKAJIBIK CHIATTI3IM

TexHuRAJLIK CHIIATTIZIM
«EKi (pakTopibl ayTeHTH(DUKALIUS»

1 Carbil  aJbIHATBIH TayapjapabiH wmoHi Exi ¢axropnel ayTeHTH(QMKaLusra apHaJFaH
OarmapinamMaliblK KAMTaMachl3 €Ty
2 CaTbIn aJILIHATBHIN TayapJapAbIiH Heri3aemMeci barnapiamaiblk skacakTamMa KopropaTUBTIK

JKyHenepre Kayirncis Koj KeTKi3y/li KaMTaMachI3 eTy, MaiJanaHyLIbl eCenTiK ka3banapblH KOpray XKoHe
PYKCATChI3 KO JKETKI3YAiH aJIbIH ajly YIIiH KaXKeT.

3 CarsIn anbIHATBIH TAyapJapabIH KeJeMi
NeNe CHnarTaMachl KoHe KAXKeTTi PyHKIHOHAIBIK, TEXHHKAIBIK, CANaJIbIK O Canbl
p/c JKOHE NMAAAJIAHY CHIIATTAMAJIAPBI oipJ.
1 2 3 4
1 dana | 1300
1. UnTepHeTKe KOCBUTYCHI3 eKi (haKTOpIIbI ayTeHTU(DUKALUAHBI KAMTaMAaChI3
eTeIl.

2. Bip perrik kymus ce3ai MoGHIbII KockiMIna, push-xabapiaama, SMS nHemece
TOKEH apKbUIbI a1y MYMKIHIIT.

3. Bip perTTik Kynusi cO3IEpIi KETKI3YIiH KeKe XKONTAPBIH KOPCETY MYMKIHJIr1.
4. Opbip maiimananymiblFa apHaaran Oipereif Kynus ce3 reHepanusiay
ANTOPUTMI. ’

5. Active Directory xyifeciMen HHTerpanus.

6. JlomeHci3 HHOpaKYPhUIBIM/IA A JaTaHy MyMKIH/AIT.

7. LDAP xxone Mac Open Directory konnaysl.

8. Microsoft Windows, Linux nemece macOS >xyitenepiHneri >keprijikri >koHe
JOMEHJIIK eCenTiK ska3banapra Kayircis kipy ymid 2FA Kocy MyMKIHAIri.

9. ByarThiK Kbi3MeTTEp (KbI3MET MpoBaiiiepitepi) MeH colkecTeHIpy
nposaiinepnepi ywin 2FA xonpaysina apaaras Identity Provider Connector:
OpenAM, Okta, Azure AD, AD FS, Shibboleth, Keycloak, Dropbox,
Confluence.

10. Kanneina kentipy kyrumst cesimer (Master Recovery Key) skymbic ictey
MYMKIHZIT.

11. OATH, HOTP, TOTP, FIDO, FIDO2 cranmaptTapsl OOMbIHIIA alIIapaTThIK
TOKEHJEpAi Konaay.

12. VPN xone VDI xyitenepin kopray: Microsoft Forefront Threat Management
Gateway, Barracuda, F5 FirePass, Cisco ASA IPSEC, Cisco ASA SSL, Fortinet
FortiGate, Citrix Access Gateway, Juniper, Citrix NetScaler, Palo Alto, Check
Point Software, SonicWall, Netasq, VMware Horizon View, Citrix XenApp,
Cyberoam.

13. VPN kocsutsiMaapbia, Remote Desktop Protocol, onepauuanbik xxyiere
kipyni sxone Microsoft ADFS 3 Hemece 4, Microsoft Web Apps, Microsoft
Exchange Server, Microsoft SharePoint Server, Remote Desktop Web Access,
Microsoft Dynamics CRM, VMware Horizon View, RADIUS wnerisinzeri
KbI3METTepli Kopray yiuiH 2FA Konpany.

14. Office 365 Hemece Azure xyitenepine kipyai SSO sxane Microsoft Active
Directory Federation Services apKbLIBI KOPFay.

15. Windows Kayincis pexuMiH/ie oHe KOMITBIOTEpAi KYIBINTay PeXXKUMIH/E Kl
(bakTopibl ayTeHTU(UKALUAHBI i JaIaHy. :

16. UAC pykcarTapbiH eki (paxropiibl ayTeHTH(HHUKALUSA apKBLUIbI KOPFaYy.

17. Linux/Mac OS xyiienepine apuanran RADIUS PAM (SSH, CLI login, GUI
login kopraybl) (AD mymieniri Kaxer).

18. Exi dakTOpIbl ayTeHTHOHUKALMAHBI KKET eTHeHTiH [P-MekemkannapapH aK
Ti3iMiH Xkacay MyMKiHJIiri; Ke3 KeJreH naiijantaHymbuiblK, KochiviameH 2FA
kongany ymin API sxone SDK nakerrepinin Gonysl.

19. XKetxkisy jKyHeHi akay/IbIKKa TO3iM1i KOHQUIypalrsia OPHAIACTRIPY/IbI XKOHE




GapiIbIK malinananybUIapabiH eKi GakTopibl ayTeHTH(QUKALMACHIH KaMTaMachl3
eTy YIUiH KOJIIaHBICTAFbI JKYMBIC XKYHenepiMeH GipiKTipy/i KaMTHBI.

20. TaiinanaHybIHB ABTOPH3AIIKS SPEKETi Typasibl Xabapiap €Ty )KoHE OHbI
pacray HeMece KaObU11aMay MYMKIHAIrI.

21. MOHHTOPHHT MaHeJi MeH ecenTepi KalbITacThIpyFa apHairaH ecen Gepy
KylHeci.

22. KoH(Hrypanusaars! e3repictep, KbI3METTIH iCKE KOCBLTYBI MEH TOKTATBbUITYbI
JKOHE eKi (PaKTOpPJIbl ayTEeHTH(UKALMIFA KaThICThl GapIIbIK OKUFasapIbl
TIpPKEHTIH ayAUT XKYpPHAJIBL.

23. SIEM >xoHe 6acka MOHMTODHHT, TAJ/IAy JKOHE SPEKeT eTy JKykHesepiMeH
WHTETpalysIay MyMKIHAIr.

24. Erep maifnananyisl TOKEHIe¢ HeMece MOOMIIBII KOCBIMILIAFa KOJl JKeTKize
anmaca, okimmrire 6aama OTP ycelHy MYMKiHJIr.

25. ©OniM Gepyrmi xyiienin 1 5KkbL1 60iibl Y3/iKCi3 XKyMbIC icTeyiHe Keminik Gepexi,
K@KETTi mapaMeTpiiep MeH KOHUIyparysapAsl Koca ajaraH/a, y3/IiKei3 )yMsIc
icTey yLIiH XKyHeHiH TONBIK KOJIAAYblH KAMTaMachl3 €Te/Li.

26.CSV Hemece LDF apKpuTbl NaiianaHymsliapabl apHakbl aiMakTapra
UMITOPTTAY MYMKIHIIr.

27.2FA cepBepiHe KOChUIMaraH KOMITbIOTEpIIepre apHaraH 6ip peTTiK Kymus
coslep/i KoJIaHy CaHbIH IEKTeY MYMKiHJIr1.

28. XKetkizineTin xyiie COHFBI TYPaKTBI HYCKa OOJyBI KEPEK, JKaHapTyJap naina
GonraH ke3ze JXKeTkisyuui kaHapTyaapAbH 6apibIK TYPJIEPiH MbIFapabl

29. Bip perTik Kymus ce3/i TaHxay apKbljibl a0ybU1IaH KOpray
(naiimanaHyubHbI OJIOKTAY apKBUIE).

30. Bearini 6ip opekerTep GolbIHIIA XabapIaHABIPy JKYHeCiHiH O0ybL.

Tayapap! JKeTkisymire KOHLUIATHIH TaJaNTAP
Kok

Tayapasi Kerkisyminin mingerrepi
Kok

4 Tayapaapapl KeTKi3y OpHbI:
Tayapibl KETKi3y OpHbI MeH IIAPTTapbl OseyeTTi skeTkisymi Tayapmer CaThin alyLIbIHBIH HMeJiriHe
ToMeHzeri Mekemkail GoipiHma ycpiHyra Thic: Kasakcranm PecriyOnvkacel, AnMarhl kamackl, AGait

nanrsuiel, 109B, «obye» BO.

5 TayapJiapasbl :keTKizy Mep3imi:
BacTanysl - mapT jkacairaH KYHHeH Gacrar, agkranysl - 31.12.2026 x.

~

-

T:kAT renapramMeHTiHIH JHPEKTOPDI 7/’/\ Y Csounai

T:xkAT genmapTaMeHTi JMPEKTOPLIHLIN

opbIHOacapsl Myxkywes J.b.
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Form 4.2 Technical specification for purchase of goods

Technical specification
«Two-Factor Authentication»

Item of purchased goods. Software for two-factor authentication.

Justification of purchased goods. The software is required to ensure secure access to corporate
systems, protect user accounts, and prevent unauthorized access.

3 Volume of purchased goods
N Description and required functional, technical, quality and performance ., | Quanti
o. "y Unit
characteristics ty
1 2 3 4
1 pcs 1300

1. Provides two-factor authentication without requiring an Internet connection.
2. Ability to receive a one-time password via a mobile app, push notification,
SMS message, or token.

Option to specify custom delivery paths for one-time passwords.

Unique password generation algorithm for each user.

Integration with Active Directory.

Can be used in an infrastructure without a domain.

Supports LDAP and Mac Open Directory.

Ability to add 2FA for secure login to both local and domain accounts on
systems running Microsoft Windows, Linux, or macOS.

9. Identity Provider Connector for enabling 2FA for cloud services (service
providers) and identity providers such as OpenAM, Okta, Azure AD, AD FS,
Shibboleth, Keycloak, Dropbox, Confluence.

10. Ability to use a backup password (Master Recovery Key).

11. Supports hardware tokens that comply with OATH, HOTP, TOTP, FIDO, and
FIDO?2 standards.

12. Protection for VPN and VDI systems, including Microsoft Forefront Threat
Management Gateway, Barracuda, F5 FirePass, Cisco ASA IPSEC, Cisco ASA
SSL, Fortinet FortiGate, Citrix Access Gateway, Juniper, Citrix NetScaler, Palo
Alto, Check Point Software, SonicWall, Netasq, VMware Horizon View, and
Citrix XenApp, Cyberoam.

13. Supports two-factor authentication for securing VPN connections, Remote
Desktop Protocol, OS login, and web services using Microsoft ADFS 3 or 4,
Microsoft Web Apps, Microsoft Exchange Server, Microsoft SharePoint Server,
Remote Desktop Web Access, Microsoft Dynamics CRM, VMware Horizon
View, and RADIUS-based services.

14. Protection via SSO and Microsoft Active Directory Federation Services for
logging into Office 365 or Azure.

15. Enables two-factor authentication in Windows Safe Mode and PC lock mode.
16. UAC access protection using two-factor authentication.

17.RADIUS PAM for Linux/Mac OS (protection for SSH, CLI login, GUI
login) (requires AD membership). '

18. Ability to create IP whitelists that bypass two-factor authentication; includes
API and SDK packages for integrating 2FA with custom applications.

19. The delivery includes the deployment of the system in a fault-tolerant
configuration and integration with existing operating systems to ensure two-
factor authentication of all users. '

20. Notifies users of authentication attempts with an option to approve or deny
authentication.

21.Reporting system for dashboard monitoring and report generation.

22. Audit log that records and tracks all changes in configuration, service
start/stop events, and two-factor authentication operations.

23. Integration with SIEM and other monitoring, analysis, and response systems.
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24. Administrators can provide an alternative OTP if the user has no access to a
token or mobile app.

25. The supplier guarantees the continuous operation of the system for 1 year,
provides full system maintenance for uninterrupted operation, including the
necessary settings and configurations.

26. Ability to import users into specific areas via CSV or LDF.

27. Option to restrict the number of OTP uses on computers that are not
connected to the 2FA server.

28. The supplied system must be the latest stable version, and when updates
become available, the supplier performs all types of updates.

29. Protection against OTP brute-force attacks through user account lockout.
30. Notification system for selected types of actions.

Requirements for the Product Supplier
No

Responsibilities of the Product Supplier
No

4 Place of delivery of goods:
Place and terms of delivery of goods: potential supplier shall deliver the goods to the Buyer at the

address: Republic of Kazakhstan, Almaty, Abai ave., 109V, BC "Globus”.

5 Period of delivery of goods:
Beginning - from the date of conclusion of the contract, completion - till Decem-ber 31, 2026.

Director of IT and Telecommunication Department —7/“\ Wu Xiaocai

Deputy Director of IT and Telecommunication Department " D.B. Mukushev
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